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If you come to a fork in the road, take it.
¢ Yogl Berra
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w Abstraction is good
¢ simpler to build runtime on OS than bare hardware

¢ more work to implement OS + runtime

w Limited memory and processor cycles limit language ambitions
¢ Good OS performance difficult on limited hardware

w Expertise and goals
¢ languages/systems researchers

w Compatibility/interoperability
¢ existing software and languages

w Portable platform was an unfilled niche
¢ many processors, maryf i
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Not the Right Path

w Language/runtime improvements do not benefit OS or syste
software

w Duplicate functionality
¢ runtime reimplements OS features

w Elaborate runtimes increase cost of language safety
¢ decrease attractiveness of better languages

w Foreclose innovation in system architecture
¢ cannot trust software properties
¢ rely on hardware for isolation and protection
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w Microsoft Researcproject
¢ Galen Hunt & Jim Larus & many others
¢ basisfor building more dependable software
¢ attackdependable fronmultiple perspectives

w New OS, languages, and tools

¢ working research prototype
w not Windows or CLReplacement
w Nno compatibility

w No single magic bullet

¢ mutually reinforcing improvements to languages and compilers, systems
and tools
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Key Directions

1. Usesafeprogramming languagesverywhere
¢ safe = type safe and memory safe (like C# or Java)
¢ applications extensions, OS services, device drivers, kernel

2. Improve system resilienagespite software errors
¢ failure containment boundaries between components and extensions
¢ explicit failure notification model

3. Architecture supports verification
¢ specify and check behavior @ianylevels of abstraction
¢ coreQOS architecturdacilitatesstatic verification
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Safemicro-kernel

¢ 95% written in C#
w 17% of files contain unsafe C#
w 5% of files contain x8&smor C++

¢ kernel sealed at boot time
¢ services & device drivers in processes

Software isolated processes (SIPs)
¢ all user code is verified safe
¢ some unsafe code in trusted runtime
¢ processes sealed at start time

Safe and efficient communication via strong
interfaces (channels)

¢ channelbehavior is specified, checked.
¢ checked behavior allows us to make
communication efficient

Type safety is key to verificati@amd
protection



challengel: PervasiveSafe

Languages

w Written in extendedC#
¢ actually Spec#Ct + pre/postconditions and invariants)

w Addedfeaturesfor systems programming

¢ increase programmer control over allocation, initialization, and
memory layout

w Explore languagdesign tosupport programming and
verification

¢ messageassing

¢ factoringlibraries into composable pieces

¢ compiletime reflection
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— ) What AboutThe Runtime?

w Wa 9 / [WERS3E/ not always appropriate
¢ NOK NI SaryS 1 S Wal g0
w monolithic, generapurpose environment

w large memory footprints (~4 MB process for CLR)
w many dependencies (CLR PAL requires >300 Win32 APIs)

¢ JIT compilation
wincreases runtime size and complexity
w unpredictable performance

¢ replicate OS functionality
w security, threading, configuration, etc.
wmore is less
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