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Abstract

This document eval uates the impact of virtualization technol ogy on the degree of operating sys-
tem interference experienced by high-performance computing applications. We overview the
IBM Research Hypervisor and describe an infrastructure enabling the use of logical partitions

(LPARS) for the execution of stand-alone applications along side traditional operating systems.

We use a simple micro-benchmark to compare the operating system interference in this environ-

ment to that of a traditional Linux system. We then discuss extensions of virtualization technolo-

gy which can be used to manage this OS interference and improve the efficiency of parallel appli-
cations.

1. Introduction

Virtualization technology has existed since the early
days of computer science [Singh04] , providing mecha-
nisms to safely partition larger mainframesinto dis-
crete virtual machines. There has been much recent in-
terest in applying virtualization technology to provide
an easy means of partitioning commodity clusters with-
in data centers to efficiently multiplex hardware re-
sources while providing security and quality of service
guarantees to customers. This has resulted in main-
stream interest in having virtualization support incor-
porated into microprocessor design. While architec-
tures such as the PowerPC have always provided some
level of support for virtualization, recent chipsfrom
IBM, AMD, and Intel provide unprecedented support
for system partitioning [ Tsao04][V Twp][Pacifica).

These new hardware virtualization features support
more efficient partitioning of system resources and cre-
ate an opportunity to rethink the systems software
stack. Hypervisors, the software agents which manage
partitioning of the system, subsume a substantial por-
tion of rolestypically performed by an operating sys-
tem. By embracing this fact, one can engineer the hy-
pervisor to collaborate with operating systemsin order
to provide a more efficient virtualized environment.
This approach is often called partial virtualization, or
para-virtualization [Whitaker02]. Recent research
projects such as Xen have shown minimal performance
degradation from running in such para-virtualized envi-
ronments for typical workloads even without extensive
hardware support [BarhamO3]. It has been suggested
that such technology may be applied in high perfor-

mance computing clusters to better manage resources,
improve overdl reliability, and provide fine-grained
systems software customization [PROSEOQ5].

An increasingly important factor in parallel cluster ap-
plicationsis interference from the systems software
stack [Tsafrir05]. Theimpact of this so-called “ OS
noise’ creates problems synchronizing barriers across
large clusters and creates efficiency problems along
with low-utilization of system resources. Virtualiza
tion technology has been put forth as part of the solu-
tion to better managing these resources, but also can be
a source of increased system noise.

Therest of this paper gives an overview of hypervisor
technology and analyzes its impact on the amount of
system software interference applications are likely to
experience. Section 2 describes modern hypervisor
technology in more detail, while section 3 describes
our use of thistechnology to provide stand-alone HPC
applications kernels. Section 4 describes our measure-
ment methodol ogy and section 5 reports our initial ex-
perimental results. Section 6 describes potential exten-
sionsto virtualization technol ogy to reduce OS noise
and increase cluster efficiency and we conclude in sec-
tion 7.

2. Hypervisors

The hypervisor forms the foundation of the virtualized
system software stack. It provides high-level memory,
page table management as well as partition scheduling
policies. Some hypervisors handle virtualizing 1/0 de-
vices and resources while others delegate this responsi -



bility to special purpose I/0O partitions. Interrupts are
handled in avariety of ways. They can preempt the
running partition and force a context-switch to the in-
terrupt destination partition. Other hypervisors miti-
gate interrupts by preempting the running partition, ac-
knowledging the interrupt, scheduling its delivery to
the appropriate logical partition and then returning to
the preempted partition. Finally, some hardware has
interrupt routing allowing hardware assisted interrupt
mitigation [CellArchl].
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Illustration 1: Para-Virtualized Software Stack

We have based our evaluation on the architecture em-
ployed by the IBM research hypervisor, rHype. rHype
isasmall (~30k lines of code), low-latency, modular,
multi-platform (supports x86 and PowerPC) para-virtu-
alization engine. Logica partitions (LPARS) access
rHype services through a"system call" like mechanism
known as a hcall.

rHype employs an extremely simple round-robin slot
scheduler and mitigated interrupts. Each partitionis
assigned to fixed length scheduling dots. InrHype's
case on the PowerPC, the default scheduling interval is
20ms (specified as 50,000 cycles of 250 MHz timer) as
determined by a special processor-supplied hypervisor
decrementer counter (HDEC). In our experiments we
assigned the PROSE partition 9 dots, with the 1/0 con-
troller taking a single dot (approximately a 10% time

dice of the CPU).
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[llustration 2: rHype scheduler

Since the HDEC functions independent of the system
decrementer it can provide deterministic intervalsim-
mune to interference from underlying operating sys-
tems. Also, hypervisors are able to arbitrarily preempt
underlying operating systems at any point in their oper-
ation, removing interference caused due to lengthy in-
terrupt latencies.

Theinterference isolation hypervisors provideis limit-

ed by the fact that they are typically used only to multi-
plex hardware resources between multiple instances of

traditional operating systems. These operating system

instances are just as susceptible to noise when running

in partitions as when they are running stand-alone.

3. HPC Library OS Overview

Our approach, the Partitioned Reliable Operating Sys-
tem Environment (or PROSE), extends the idea of
hosting multiple operating systems on a virtualized ma-
chineto using partitions to host stand-al one applica-
tions. These applications can be services such as
databases or they can be end-user applications such as
the high performance computing challenge workloads
[HPCC]. Since they essentiadly "own the virtual ma-
chine" there isan increased level of control and deter-
minism during execution. They can also benefit from
custom system components such as specialized sched-
ulers and memory allocators. This approach has the
same motivations and intent as Exokernels[Engler95],
but leverages the more secure protection mechanisms
of virtualization and enables interaction with legacy
operating systems and drivers executing in other parti-
tions.

Application partitions are executable from the com-
mand line of atraditional "controller" operating system
and usersinteract with the application viafamiliar
mechanisms such as standard I/O. Likewise, the appli-
cation partition has full access to the controller'sre-
sources such as the file system via familiar library in-
terfaces. To facilitate development and debug, parti-
tion memory and run-time control interfaces are acces-
sible to the end-user on the “controller”. A library of
system service building blocks such as thread support,
memory allocators, page table management, and other
components are provided to allow developersto build
more complicated custom application kernels.

I/0O to and from these application partitions is resolved
by communication through shared memory channelsto
the controlling partition. This same mechanism can be
used to directly share devices such as disks or share
system services such as networking stacks. In order to
minimize complexity and code size, we use Plan 9's 9P
[9man] as a single unified resource sharing protocol.
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We envision severa potential applications for such an
infrastructure. We are most interested in exploring the
potential improvements by applying the hybrid model
to databases, high performance computing, real-time
and multimedia applications.

Applications with immense memory footprints, such as
databases or Java virtual machines, typically attempt to
manage their own memory and paging behavior. In
many cases, operating system facilities and policiesin-
terfere with their ability to efficiently manage these re-
sources. During certain operations, such as sparse ac-
cess and update of data, page table miss penalties can
dominate overall performance. Large page support pro-
vides some relief, but is not readily available in stock
Linux environments and does not scale to the memory
hierarchies of the near future. Virtualization allows
these applications more explicit control of their memo-
ry hierarchy. Custom application partitions can even
operate with virtual memory disabled, removing the
overhead of page table operations and miss exceptions.

High performance computing (HPC) applications could
also benefit from more explicit control over hardware
resources. Like databases, they are characterized as
having large data sets with sparse access patterns. Ad-
ditionally, HPC workloads often employ custom pro-
gramming and threading models. Such customizations
benefit from being able to "push the operating system
out of the way" and interact directly with the hardware.

When HPC applications run on a cluster of machines,
tight timing constraints and short communication laten-
cies arevital to overall system productivity and perfor-
mance. Hypervisors can provide avery thin, low-laten-
cy control layer which can provide more deterministic
scheduling policies. It isour hope that applications
running under such an infrastructure will be isolated
from typical sources of OS interference. The next sec-
tion evaluates how effective rHype isin achieving this
goal.

4. Measurement Methodology

We have performed a preliminary evaluation using
identically configured single-processor 1.6GHz IBM
BladeCenter JS20 server blades with 4 GB of memory
and gigabit Ethernet. One blade runs the application
under atraditional Linux kernel, while the other blade
runs the micro-benchmark in a stand-al one application
kernel running alongside a Linux controller kernel un-
der rHype. The Linux kernels we used were 2.6.12
kernels configured with a scheduler HZ rate of 1000.

Since we are only evaluating the degree of noisein-
stead of looking to analyze any patterns in the mea-
sured noise, we chose the Fixed Work Quantum
(FWQ) micro-benchmark. This benchmark has clear
deficiencies [Sottile04] preventing deep analysis of
system interference, and we intend to use more com-
plex micro-benchmarks such as the Fixed Time Quan-
tum (FTQ)benchmark in future experiments.

for(i=0; i<numsanples; i++) {
start = nftb();
for(w=0; w<work_len; wt+);
stop = mftb();
delta[i] = stop-start;

}
Example 1: Fixed Work Quantum Benchmark

As can be seen in Example 1, our version of FWQ con-
sists of measuring the time to execute an empty loop.
We use the PowerPC's internal time base cycle counter
versus OSticksto eliminate potential interference. In
order to determine the adequate number of samples and
workload length we performed a series of sensitivity
benchmark runs.

For sample sizes we took measurementson an idle
Linux blade at rates of 10, 100, 1000, and 2000 sam-
ples. Samples around 1000 seemed sufficient to cap-
ture periodic behavior while keeping reasonable run-
times.

OS interference tends to be fairly independent of the
length of a particular workload. Workloads which are
too small may not be as likely to be affected by sched-
uler interference and may exaggerate the overall effect
of the interference. We settled on aworkload size of
100,000,000 which had an average run time of 100 mil-
liseconds on an otherwiseidle Linux test-node. Thisis
likely much longer than the typical time between syn-
chronization barriers for HPC applications, but was
necessary to capture scheduling interference from both
the Linux operating system and the hypervisor partition
scheduler.

A major source of interference outside of the scheduler
and servicing of timer interrupts are interrupts from
various peripheral devices. Since most cluster HPC
workloads exist in rather congested and complicated
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network environments, we took noise measurements 5. Reaults

while both of the aforementioned systems were experi-
encing heavy network traffic.

Weiinitially tried to model this traffic using netperf
[NetPerf] and were able to calibrate noise induced by
the network to discrete values based on the load netperf
was exerting. However, during analysiswe realized
that the majority of the variation in execution time was
not introduced by the system software stack, but rather
by the netperf server application.

To combat this, we switched to a method of injecting
network interrupts which could be serviced entirely by
the kernel without requiring user-space intervention.
We used the ping(8) utility to provide a stream of traf-
fic to the target system. We attempted to vary the in-
tensity of the ping packet stream by varying the preload
window which determines the number of outstanding
ping requests. We then took noise measurements with
preload windows of 100, 1000, and 10,000 packetsin
order to have multiple points for comparison. Inthe
end, any network load seemed to negatively impact the
standard deviation of the results so we will just be re-
porting the measurements taken while the network was
idle and when the network was loaded by ping with a
preload buffer of 10,000 which resulted in a system
load of 45% on an idle target.

Our initial experimenta results are summarized in il-
lustrations 4-7. All graphs are on the same scale, with
they axis representing the number of milliseconds it
took to complete the fixed workload.

[[lustration 4 shows measurements taken on an idle
Linux system with only background network traffic
and system daemons causing intermittent variation.

By contragt, illustration 5 shows the same measure-
ments taken on a system experiencing heavy network
load. Not only do workloads take a factor of 2 longer
to complete, but the resulting run times are heavily dis-
persed — demonstrating the effectiveness of our mecha-
nism for increasing system noise by using ping to in-
crease the network (and consequently interrupt) load.

Its worth noting that our “noise generation” methodolo-
gy tendsto generate afairly constant amount of addi-
tional load on the target system. A more aggressive
noise generator would constantly vary the load between
the idle extreme and heavy network load over the
course of awork unit. Aswork takes about twice as
long under heavy load this would incur noise penaties
of around 100%, radically increasing the standard devi-
ation of result samples.



[llustration 6 exhibits the results of a PROSE applica-
tion kernel running along side a Linux controller kernel
on anidle system. As can be seen from the y-axis,
workloads take approximately 25% longer to complete.
Thisisin part due to the fact that the Linux Controller
and the PROSE application kernel are sharing a proces-
sor without yielding to the other partition when idle.
However, this only explains 10% of the increase, the
rest must be chalked up to virtualization overhead. De-
spite taking longer in theidle case, the PROSE kernel
run-times demonstrate less variance than a standard
Linux kernel.

The small periodic interference which can be seen at
the beginning and towards the middle of the samples
are the result of scheduling-phase interference caused
by workload not being synchronized with the fixed-sl ot
scheduling algorithm. The difference in when awork-
load starts determines how many partition quanta it
takes to execute — since the partitions are fixed, this
may increase the noise by the length of the quanta of
the hypervisor. Increasing the number of dotsthe ap-
plication is scheduled should reduce this overhead at a
cost of I/O latency and throughput. This trade-off must
be carefully balanced for an application.

We did some runs varying the HDEC quanta, measur-
ing idle noise at 2ms and 200msto compare with our
20msresults. What we found was that the magnitude
of thisinterference along with duration of the interfer-
enceisdirectly related to the HDEC quanta. The
smaller the quanta the smaller degree of interference.
At 2ms, the phase-scheduling variance was impercepti-
ble, the variance at 200ms can be seen in Illustration 8.
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Illustration 8: 1dle PROSE w/200ms HDEC

When the same heavy network load applied inillustra-
tion 5 isapplied to the PROSE application kernel, the
overall run-time remains the same with a slight in-
crease in variance. The additional noiseisdueto the
hypervisor having to mitigate delivery of the external
interrupts. Ascan beseenin lllustration 7, the infer-
ence caused by acknowledging the interruptsis rela-
tively minimal resulting in 1-2% variance under high
load (as compared to 10-100% variance in a normal
Linux kernel).

6. FutureWork

This study was done on single-processor systems. It
would be interesting to extend the study to SMP sys-
tems. On such systems, application kernels can be giv-
en dedicated CPUs which should hypothetically elimi-
nate any noise from the hypervisor and controlling par-
tition.

We have only evaluated a single hypervisor platform, a
comparison of the interference introduced by various
other virtualization solutions (such as Xen, VMWare,
IBM's commercial hypervisor, etc.) on different plat-
forms (including Intel and AMD's new architectures)
would be avaluable tool in selecting virtualization
technologies for HPC projects.

A major source of remaining interference was due to
the overhead of mitigating interrupts. Measurements
should be taken on systems with hardware assisted in-
terrupt routing to seeif this additional interference can
be eliminated. Masking external interrupts during
PROSE partition execution may be another way to
eliminate this additional noise.

The fact that workloads take longer on idle PROSE
kernelsis an unfortunate consequence of the fixed slot
scheduling. Partitions could yield when idle, but this
would likely increase the amount of noise on idle sys-
tems. In such cases, the degree of maximum noise
could be limited by manipulating the maximum num-
ber of dots assigned to 1/0 handling. Another alterna-
tiveis dynamically adjusting the number of slots as-
signed to 1/O versus computation. Thiswould allow
system architects to control the amount of processing
power to devote to servicing I/O requests versus doing
computation while limiting the effects of OS interfer-
ence.

We focused the evaluation in this paper on the PROSE
application kernel environment and did not do an eval -
uation of noise levels on the 1/O host or Linux running
asaclient partition. Future, more complete studies will
include measurements on client Linux partitions and
not just PROSE application kernels.

Our micro-benchmark illustrated the use of virtualiza-
tion to control operating system interference. Howev-
er, the workload used was far to simplistic and unchar-
acteristic of a high-performance computing workload.
Further studies need to be done using distributed HPC
benchmarks with 1/0 and/or synchronization barriersin
order to prove the real-world effectiveness of these
techniques. In order to maintain determinismin these
more complicated workloads, we will likely have to
retrofit our naive scheduler with something more adap-
tive — applying lessons from real -time operating sys-
tems.



7. Conclusions

Virtualization is rapidly becoming a common piece of
system infrastructure, particularly in high-end servers.
Understanding the impact of various virtualization
technol ogies and techniques on the run times of work-
loads is important, particularly for large parallel cluster
applications which may require deterministic synchro-
nization in order to run efficiently. It is apparent from
our measurements that existing virtualization engines
can increase the amount of system interference present,
but the same technology can be used in order to limit
the degree of interference in high-load environments.
Exploring how to adapt hypervisor partition scheduling
is one key to efficient use of cluster resourcesfor dis-
tributed high performance applications.
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