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About Me
● Research career
● Mozilla career

● Contributor
● Developer
● Manager



  

● A very quick overview of Mozilla 
development

● Problems that need research attention



  

Browsers Are Hard
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Browsers Are Hard
● Severe performance requirements
● Severe security challenges



  

Browsers Are Hard



  

Mozilla
● Nonprofit
● Relatively small (~300 FTE)
● Large community
● > 300M users (~25% worldwide)
● Long-ish history (to 1998 and earlier)



  

Code
● C: 0.88M lines (many third party libs)
● C++: 1.5M lines
● .h: 0.98M lines
● JS: 0.19M lines



  

Being Open
● Making it easy for anyone to contribute to any 

level means opening everything online
● Code
● Data, e.g.

– Bugs
– Crash data
– Test farm data

● Decision-making

● Need to be distributed
● Need low barriers to entry



  

Distributed Version Control
● Mercurial (hg)

● Like git

● Mercurial Queues (mq)
● Make it easy to factor work into many 

logically separate changes



  

Patch Lifecycle
● Bug filed in bugzilla.mozilla.org (including for 

new features)
● Patch attached, discussed, and formally 

reviewed
● Checkin, close bug



  

Automated Tests
● Multiple test frameworks
● Correctness and performance
● Run on every “push”



  



  

Try-server
● “Push to try”
● Very heavily used



  



  

Fuzz Testing
● Best bug-finding methodology so far
● Skilled operators
● Automated reduction



  

Adding Value To Tests
● Assertions

● Debug only

● Leak detection
● Valgrind
● Race detection (hasn't worked?)
● Combined concrete/symbolic execution?



  

Crash-Stats
● Google Breakpad
● http://crash-stats.mozilla.org
● Long tail of low frequency, non-reproducible, 

inexplicable crashes
● Sometimes due to environmental differences
● Correlate environmental factors with crashes

– E.g., list of loaded DLLs
● Malware

http://crash-stats.mozilla.org/


  

Dehydra
● GCC plugin for AST-level access

● Custom checkers written in JS
– e.g. “override”

● Dead code detection
● Syntax-aware source code browsing (DXR)

● Refactoring using Pork (based on Elsa)
● Renaming
● Not much used



  

A Wish List



  

Performance Analysis



  

Performance Analysis
● Reduce noise
● Find significant metrics

● e.g. instruction counts, cache misses

● Intelligent profile diffing



  

Nondeterministic Test Failures



  

VM Record And Replay
● It really works
● Best advance in debugging since …
● Need improvements

● Overhead and reliability
● “Always On”
● Easy sharing
● Application-specific extensibility (e.g. DumpJSStack())

● Combine with finer-grained R&R?



  

Static Analysis
● So far, no useful advanced generic analysis
● sixgill looks promising

● Brian Hackett's PhD thesis
● Low-annotation array bounds checking for C++
● Works on Firefox
● http://sixgill.org

http://sixgill.org/


  

Program Analysis And
Code Review

● Unreported bugs in shipped code: low priority
● Bugs in new code: high priority

● Regression bugs: highest priority!

● Code review is the one time we look at code to 
try to find bugs!
● Use analyses to assist code review
● Add analyses to try-server
● Even false positives could improve review quality
● Reviewer more likely to believe results?



  

Bug Finding
● Code review is a cheap time to fix bugs
● Finding a bug too late may mean it's not worth 

fixing
● Bug finding is not our bottleneck

● Need to reduce cost of fixing bugs
● (Potential) regressions are a big part of that cost



  

Verifying Refactorings
● DVCSs enable breaking up changes into small 

patches
● Facilitates code review
● Facilitates bisection search
● We could use better tools for this!

● Many patches are (intended to be) behaviour-
preserving refactorings



  

Verifying Refactorings
● Verify operational equivalence for refactoring 

patches
● Check for performance effects?

● Tremendously useful because these patches 
consume review time

● Easy incremental research progress
● Easier and more important than automated 

refactoring



  

Code Complexity
● Simple, buggy code is better than complex, 

less buggy code
● All code will need to be fixed and improved, and that 

will be easier for the simple code

● Less skilled developers write overcomplex 
code

● “Is this patch the simplest possible change?”
● Depends on entire system

● E.g. failure to reuse existing code



  

Programming Languages
● Finding and fixing mountains of bugs is not 

sustainable
● Need approaches that prevent classes of bugs
● At some point we will need to change to better 

languages
● Lots to say, but out of scope



  

Final Plea
● Do problem-driven research, not solution-

driven research
● Help!
● Thanks for inviting me :-)
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