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Abstract. For programs that make extensive use of pointers, pointer
analysis is often critical for the e�ectiveness of optimizi ng compilers
and tools for reasoning about program behavior and correctness. Static
pointer analysis has been extensively studied and several algorithms have
been proposed, but these only provide approximate solutions. As such
inaccuracy may hinder further optimizations, it is importa nt to under-
stand how short these algorithms come of providing accurate information
about the points-to relations.
This paper attempts to quantify the amount of uncertainty of the points-
to relations that remains after a state-of-the-art context - and 
ow-sensitive
pointer analysis algorithm is applied to a collection of pro grams from two
well-known benchmark suites: SPEC integer and MediaBench. This re-
maining static uncertainty is then compared to the run-time behavior.
Unlike previous work that compared run-time behavior again st less ac-
curate context- and 
ow-insensitive algorithms, the goal o f this work is
to quantify the amount of uncertainty that is intrinsic to th e applications
and that defeat even the most accurate static analyses.
Experimental results show that often the static pointer ana lysis is very
accurate, but for some benchmarks a signi�cant fraction, up to 25%,
of their accesses via pointer de-references cannot be statically fully dis-
ambiguated. We �nd that some 27% of these de-references turn out to
access a single memory location at run time, but many do access several
di�erent memory locations. We �nd that the main reasons for t his are
the use of pointer arithmetic and the fact that some control p aths are
not taken. The latter is an example of a source of uncertainty that is
intrinsic to the application.

1 INTRODUCTION

For programs that make extensive use of pointers, pointer analysis is often critical
for the e�ectiveness of optimizing compilers and tools for reasoning about pro-
gram behavior and correctness. Without accurate pointer analysis, data accesses
through pointer de-references must be assumed to be directed to almost any pro-
gram data, thus, making it impossible to accurately establish the 
ow of data.
Pointer analysis has been extensively studied and several algorithms have been
proposed (e.g., [5, 18, 21, 24, 25], see [9] for a comprehensive list). Completely
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accurate pointer analysis (i.e., uniquely identifying the target of every pointer
at every program point) is, in general, undecidable [11]. Thus, such algorithms
are only approximate, and usually trade-o� e�ciency and acc uracy. There is no
consensus on what the best class of algorithm is and, in fact,many algorithms
that theoretically vary signi�cantly in accuracy actually perform very similarly
in practice. Nevertheless, it is commonly accepted that context-sensitive and

ow-sensitive algorithms are the most accurate ones.

Considering that context- and 
ow-sensitive pointer analysis represents the
best that can be achieved with \general purpose" pointer analysis 1, it is im-
portant to understand how short these algorithms come of providing accurate
information about the points-to relations. An understandi ng of the sources of
such uncertainty is critical for devising new heuristics that lead to unsafe but
often accurate pointer analyses, such as probabilistic static pointer analyses [10].
Also, an understanding of the inaccuracy of pointer analysis is necessary in or-
der to assess the performance impact that such inaccuracy may have on program
optimization (e.g., [3, 4, 7]).

The main contribution of this paper is to systematically quantify the amount
of uncertainty in the static may-alias points-to relations for two well-known
classes of benchmarks and to compare this to the run-time behavior to quantify
what fraction of this uncertainty is actually observed at ru n time. This paper
also attempts to characterize the reasons for the di�erences between the static
and the run-time results. Note that, unlike previous works [13, 15], the goal of
this paper is not to quantify the amount of uncertainty arisi ng from analyses that
trade-o� reduced precision for increased scalability. Instead, the goal of this paper
is to quantify the amount of uncertainty that is intrinsic to the applications. By
intrinsic we mean uncertainty that comes from the program structure and that
would defeat any static analysis technique. For such an study we use, unlike
previous work, a 
ow- and control-sensitive pointer analysis, which is the closest
to the limit of what is possible with static analyses only.

More speci�cally, in this paper we quantitatively evaluate the uncertainty of
the points-to relations that remains after a state-of-the-art context- and 
ow-
sensitive pointer analysis algorithm [21] is applied to a collection of benchmarks
from the well-known SPEC integer [23] and the MediaBench [12] suites. The
static pointer de-references that exhibit uncertain points-to behavior are then
instrumented and the actual run-time behavior is quanti�ed . Experimental re-
sults show that for most of the benchmarks this static pointer analysis is very
accurate, but for some benchmarks a signi�cant fraction, up to 25%, of their
accesses via pointer de-references cannot be statically fully disambiguated. We
�nd that some 27% of these de-references turn out to access a single memory
location at run time, but many do access several di�erent memory locations.
Further analysis shows that the main reasons for this are theuse of pointer

1 Other types of analyses, such as shape analysis (e.g., [6, 22]) may give further in-
formation about the behavior of pointers, but they only work for certain classes of
applications.



arithmetic and the fact that some control paths are not taken. The latter is an
example of a source of uncertainty that is intrinsic to the application.

The rest of the paper is organized as follows: Section 2 brie
y overviews
pointer analysis and the sources of uncertainty; Section 3 describes our method-
ology for quantifying uncertainty at compile and run time; Section 4 describes
our empirical evaluation methodology; Section 5 presents the experimental re-
sults; Section 6 discusses related work; and Section 7 concludes the paper.

2 POINTER ANALYSIS

In this section we present a very brief and informal overviewof pointer analysis.
The sole goal is to provide a minimal understanding of the problems and, more
importantly, the sources of uncertainty.

2.1 Basics

The goal of pointer analysis is to compute for everyprogram point the set of
memory objects that each pointer may be pointing to. For somesimple algo-
rithms there is a one-to-one correspondence between a program point and a
source code line, while for context- and 
ow-sensitive analyses a program point
is a source code line augmented with the context and 
ow information, so that,
for instance, the same source code line if reached by two di�erent paths can be
treated as two di�erent program points.

The granularity of individual memory objects may vary depending on the
capability of the particular algorithm. Powerful algorith ms can handle individual
scalar variables and individual �elds of complex data structures, and can also
handle dynamically created memory objects. However, most algorithms treat
whole arrays as a single memory object. Following the notation in [21], memory
objects that can be individually named are associated withlocation sets, or
locsetsfor short.

A common representation for pointers and their target memory locations is
based on the notion ofpoints-to relations, which are formed by tuples of the form
(p; v), where p is a pointer and v is some location set. These tuples are sometimes
referred to as apoints-to relationship betweenp and v. More formally, if P and
V are the set of pointers and location sets, respectively, then R � P � V is a
points-to relation and every tuple (p; v) 2 R implies that pointer p may point to
location set v, which is represented byp ! v. Note that in languages that allow
multiple levels of pointers (i.e., a pointer to a pointer, such as int **p in C)
pointers can be themselves location sets andP � V . A common representation
for a points-to relation is a points-to graph, which is a tuple G = ( N; E ) of
N = P [ V nodes andE = R edges.

With this representation, the pointer analysis problem then results in com-
puting the points-to graph for every program point. This is done by solving a
set of data
ow equations using a �xed point algorithm. The da ta
ow equations
are derived from the pointer manipulation operations allowed in the language.



For instance, the algorithm in [21] assumes the following four basic pointer as-
signment operations:

p1 = &p2; // Address-of assignment
p1 = p2; // Copy assignment
p1 = *p2; // Load assignment
*p1 = p2; // Store assignment

where p1 and p2 are pointer variables. Note that these do not include pointer
arithmetic, which is allowed in some languages such as C, butis not usually
supported in existing pointer analysis frameworks.

After the data
ow equations have been solved, the resultingpoints-to graphs
at all program points contain points-to relationships of two types: de�nitely
points-to relationships (also known asmust alias) and possibly points-to rela-
tionships (also known asmay alias). A de�nitely points-to relationship ( p; v) at
some program point means that at this point p is for certain pointing to location
set v. This implies that there is no edge leaving nodep in the points-to graph
other than the edge (p; v), or, equivalently, that there is no tuple ( p; u) in the
points-to relation where u 6= v. A possibly points-to relationship (p; v) at some
program point means that at this point p may point to location set v, but may
also point to at least another di�erent location set u. In this case we say that
there is someuncertainty or ambiguity in the points-to relation.

Finally, changes in the points-to graph after processing some program point
can be of two types:strong updatesand weak updates. Strong updates are those
that delete all the existing outgoing edges from a pointerp, while weak updates
are those that simply add new edges without deleting any of the existing edges.
For instance, the update at a program point that contains the assignment p
= &v is strong as it deletes all edges (p; u) that may have existed before this
program point. Note that the assignment p1 = p2, where both p1 and p2 are
pointers, is by this de�nition a strong update (all previous edges fromp1 are
deleted) even ifp1 is left with several possibly points-to relationships because of
the possibly points-to relationships ofp2. As explained in the next section, weak
updates are the source of possibly points-to relationshipsand they appear due
to a few di�erent reasons.

2.2 Uncertainty in Pointer Analysis

Context- and 
ow-sensitive pointer analysis provides the most accurate static
results, but it still cannot fully disambiguate all pointer de-references in many
practical situations. Some of the most common reasons for this uncertainty are:

Control 
ow: A problem occurs when di�erent control paths perform di�ere nt
updates to pointer variables. In this case, without dynamic knowledge of the
actual program behavior, the static analysis can only assume that both updates
are possible and at the merge point both targets are possible.



Pointer arithmetic: A problem occurs when the value of a pointer is updated
through some arithmetic operation. In this case, even if theoriginal target of the
pointer is well-known, the �nal target can only be known if th e pointer analysis
algorithm has an accurate knowledge of the layout of objectsin virtual memory.

Unavailable procedure code:A problem occurs when the original source code of
a procedure is not available to the pointer analysis algorithm and the procedure
takes a pointer as a parameter. In this case, unless the pointer analysis algorithm
has some prior knowledge about the side-e�ects (or lack thereof) of the called
procedure, the static analysis can only assume that after returning from the
procedure the pointer may be pointing to any memory object.

Recursive data structures: A problem occurs when pointers are used to link
objects from recursive data structures. Usually these formwell structured forms
such as lists, trees, circular queues, etc. However, traditional pointer analysis is
not designed to recognize such structures and end up collapsing several objects
into a single memory target. Shape analysis (e.g., [6, 22]) has been specially
designed to handle such cases. This paper's goal is to investigate the accuracy of
\general-purpose" pointer analyses and a study of the e�ects of shape analysis
is beyond its scope.

Aggregates: A problem occurs when pointers are used to access internal parts
of an aggregate (e.g., an array or a structure) but the pointer analysis assigns
a single name for the whole aggregate. In this case, the pointer analysis cannot
disambiguate accesses to di�erent parts of the aggregate.

Dynamically allocated objects: A problem occurs when pointers are assigned to
dynamically allocated objects that are allocated at the same static code site. In
this case most pointer analyses will simply assign a single name to the static
memory allocation site and will not be able to disambiguate accesses to the
(possibly) multiple objects that are allocated at the site. In fact, many pointer
analyses tools are even less accurate and simply assign a single name to the
whole heap area, so that even memory objects that are allocated at di�erent
static code sites end up being aliased.

3 QUANTIFICATION METHODOLOGY

3.1 Source Code Analysis

To collect the static points-to statistics we modify a context- and 
ow-sensitive
pointer analysis algorithm [21] to count the number of accessesthrough a pointer
de-reference, and for each access to count the number of possible target locsets as
identi�ed by the points-to graph immediately before the access. When analyzing
the source code we count the number of locsets accessed (usedor modi�ed)
through a pointer de-reference as follows. In these examples assume thatp is
a pointer variable and that *

n
representsn levels of indirection (e.g., *

2
p is

equivalent to **p ).



Indirect use of a variable through a pointer de-reference(e.g., ...=*p; ):
This is counted as oneusevia pointer.

Indirect modi�cation of a variable through a pointer de-reference (e.g., *p=...; ):
This is counted as onemodi�cation via pointer.

Multi-level indirect use of variable through a pointer de-reference(e.g., ...=*
n
p; ):

This is counted asn usesvia pointers. The number of possible target locsets
is counted for each de-reference. For instance, in...=**p; if p may only point
to a single target locset, but *p may point to two target locsets, then we count
one use with a single target and one use with two targets.

Multi-level indirect modi�cation of variable through a poi nter de-reference (e.g.,
*

n
p=...; ):
This is counted asn � 1 usesvia pointers plus onemodi�cation via pointer.

The number of possible target locsets is counted for each de-reference, as de-
scribed above.

Procedure call (e.g., foo(..., *p, ...); ):
This is counted as oneusevia pointer. Multi-level indirect uses are counted

as described above.

Loops :
Accesses within loops are treated asone instance of one of the cases above.

Procedures :
Accesses within procedures are treated asone instance per calling context.

Also, languages like C allow right-hand-side expressions and boolean expressions
to contain assignments, such aswhile(*p=a) or if(a==(*p=b)) . Obviously, in
this case we must appropriately account for the embedded modi�cation.

3.2 Run-time Statistics Collection

To collect the dynamic points-to statistics we further modify the context- and

ow-sensitive pointer analysis of [21] to insert additional pro�ling code just be-
fore accesses through a pointer de-reference that are identi�ed as having multiple
target locsets. When compiled, this pro�ling code will record all di�erent run-
time memory addresses touched via these pointer de-references and count the
number of accesses to each di�erent address.

Each run-time access pro�led is given a unique identi�er that contains the
source code number, so that we can match the run-time accesses with their
static access. Note, however, that two mismatches between static and dynamic
statistics can happen. First, multiple static accesses identi�ed by the pointer
analysis algorithm may map to the same source code line and, thus, to the same
run-time counter. This happens because the pointer analysis algorithm separates



static accesses according to their context. Second, not allstatic accesses may
appear at run time if that portion of the code is not executed with the given
input data.

4 EVALUATION SETUP

4.1 Applications

To quantify the uncertainty that is intrinsic to static cont ext- and 
ow-sensitive
pointer analysis, we use a subset of the SPEC2000 integer benchmarks [23] and of
the MediaBench benchmarks [12] that are written in C 2 These applications are
representative of the workloads typical of workstations and desktop computing
and are well-known for their intense use of pointers in many cases. For the run-
time experiments the input sets used are the standard ones provided with each
suite (ref for SPEC2000). Table 1 shows, for each application, the total number
of lines of C code, the total number of location sets and of pointer location
sets, the number of source code expressions that are uses through pointer de-
references, and the number of source code expressions that are modi�cations
through pointer de-references.

Lines of Total (Pointer) Pointer Pointer
Application Suite Code (KLOC) Location Sets Uses Modi�cations

164.gzip 9.1 1,750 (246) 113 43
175.vpr 17 3,959 (649) 960 428
181.mcf 1.9 506 (194) 16 13

186.crafty SPEC 12 4,920 (469) 4,716 672
197.parser int 12 3,631 (917) 10,587 83
256.bzip2 2.9 887 (85) 4 0
300.twolf 17.5 5,262 (950) 751 79

epic 7.6 397 (105) 37 13
unepic 7.6 531(242) 18 6

mpeg2enc 8.5 2,179 (455) 116 276
mpeg2dec MediaBench 4.9 1,605 (295) 140 85
g721-enc 1 393 (68) 2 0
g721-dec 1 122 (36) 4 2

gsmencode 5.8 448 (133) 22 0
gsmdecode 5.8 1566 (599) 168 31

Table 1. Application characteristics.

2 The benchmarks not included from the suites are those either written in Fortran
or C++, which are incompatible with SUIF, or those written in C that did not
work with the original SPAN package (see Section 4.2 for details on the compilation
infrastructure).



4.2 Static Analysis

The statistics collection methodology described in Section 3 was implemented on
the SPAN tool [20], which is an add-on to the SUIF compiler [8]that implements
the pointer analysis algorithm of [21]. We modi�ed SPAN to record all instances
of pointer de-references along with the number of possible targets as identi�ed
by SPAN and with the source code line number. The source code line number is
useful for identifying instances where SPAN is able to distinguish the di�erent
calling contexts of the same source line. Uses and modi�cations via pointer de-
references were counted separately.

Uses and modi�cations through pointer de-references that may �nd the pointer
uninitialized (according to the SPAN analysis) result in SPAN adding a special
location set, calledunk, to the target set. We decided to count these cases sepa-
rately. For instance, a pointer de-reference with two possible targets where one
of them is unk is counted separately from other pointer de-references with two
possible targets where both targets are well-de�ned user objects. The reason for
highlighting the ambiguous points-to sets that include unk is because this is an
important special case that may be treated di�erently by opt imizing compil-
ers and program understanding tools. For instance, an optimizing compiler may
choose to ignore theunk target when performing an aggressive (possibly unsafe)
optimization under the assumption that an actual occurrence of the unk target
is highly unlikely. On the other hand, a program understanding tool would likely
especially 
ag de-references with possibleunk targets as they may suggest a bug
in the code.

Finally, SPAN creates a single locsetper context for each dynamic memory
allocation call site, and calls these locsetsheap.X, where X is a number that
identi�es the context. However, it cannot disambiguate further the accesses to
di�erent parts of the memory object. Again, we decided to count these cases
separately because this is also an important special case. In fact, dynamically
allocated memory objects seem to often require specializedanalyses [1, 17].

4.3 Pro�ling Environment

To monitor the actual run-time behavior of static pointer de -references with mul-
tiple possible targets we further modi�ed the SPAN tool to add the necessary
pro�ling code. More speci�cally, at each static de-reference where the pointer
may have multiple targets the tool inserts code to record theactual address
accessed and to increment a counter per address seen so far. The resulting in-
strumented code is converted from the SUIF �le format (.spd ) to C code and
this code is then compiled for the Intel x86 platform using gcc 3.4.4 and using
the -O2 optimization level.



5 EXPERIMENTAL RESULTS

5.1 Static Pointer Analysis Statistics

We start our study by measuring the amount of uncertainty resulting from
the static pointer analysis. Table 2 shows the breakdown of the static accesses
through pointer de-references according to the number of possible target mem-
ory locations, as given by SPAN. The table presents separateresults for uses
and modi�cations. The number of uses and modi�cations through pointer de-
references in this table are often larger than those in Table1 because of the
context-sensitivity of the analysis. This can also be seen from the often great
disparity between the number of accesses and the number of source code lines
in Table 2. Note that in most cases the number of accesses through pointer
de-references is only a small fraction of all static programreferences.

From this table we can see that the result of the context- and 
ow-sensitive
static analysis of SPAN is fairly accurate and can unambiguously identify the
target of the pointer de-references in all accesses for mostapplications and in
more than 90% of the accesses for all but 3 applications. Across the whole suite
81% of all the accesses have a single unambiguously identi�ed target. Neverthe-
less, for some benchmarks the amount of uncertainty is non-negligible, reaching
up to 25% of the accesses for197.parser.

Another observation from these results is that often a largefraction of the
accesses with multiple possible targets haveunk as one of the targets (meaning
that the pointer may be uninitialized at this point). The exc eption is 197.parser.
As previously explained, these represent a special case of uncertainty that may
be treated di�erently by an optimizing compiler or a program understanding
tool. We do not expect any of theseunk targets to actually occur at run-time
(Section 5.2).

Finally, we also note from these results that there are oftenmany fewer mod-
i�cations through pointer de-references than there are uses (1731 modi�cations
versus 47230 uses). However, per application these modi�cations have a relatively
larger amount of uncertainty than uses: e.g., 76% of modi�cations in 197.parser
have multiple possible targets versus 24% of uses.

5.2 Pro�ling Results

Run-time Uncertainty The �rst step in quantifying the run-time behavior of
the ambiguous pointer de-references is to measure the number of di�erent loca-
tion sets actually touched by each static reference. Such results can be directly
compared to those of Table 2 as these references correspond to those in white
text with grey background in that table. Note that since the p ro�ling framework
annotates source code lines the run-time accesses reportedhere correspond to
those reported per source code linein Table 2. Table 3 shows the breakdown
of only those static accesses through pointer de-references that have 2 or more
possible target memory locations according to the number ofactual target mem-
ory locations touched. Again, the two sections of the table correspond to uses



Uses (u) and Modi�cations (m) with N possible targets
(including unk target, including heap target,

Application number of source code lines)
N = 1 N = 2 N = 3 N > 3

gzip u: 277 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 43 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

vpr u: 2488 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 428 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

mcf u: 67 0 (0,0,0) 0 (0,0,0) 6 (0,0,3)
m: 13 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

crafty u: 4970 542 (534,67,59) 2 (2,2,1) 119 (0,26,24)
m: 479 47 (45,11,9) 146 (146,66,13) 0 (0, 0, 0)

parser u: 25178 241 (241,241,35) 36 (0,0,11) 7841 (181,230,259)
m: 20 32 (32,32,6) 0 (0,0,0) 31 (9,4,9)

bzip2 u: 119 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 0 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

twolf u: 3687 6 (6,0,6) 0 (0,0,0) 0 (0,0,0)
m: 77 2 (2,0,2) 0 (0,0,0) 0 (0,0,0)

epic u: 156 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 13 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

unepic u: 59 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 6 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

mpeg2enc u: 395 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 276 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

mpeg2dec u: 499 8 (8,8,2) 0 (0,0,0) 6 (6,6,1)
m: 75 0 (0,0,0) 0 (0,0,0) 10 (10,10,2)

g721-enc u: 22 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 0 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

g721-dec u: 6 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 2 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

gsmencode u: 154 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)
m: 0 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

gsmdecode u: 346 0 (0,0,0) 0 (0,0,0) 9 (0,0,9)
m: 31 0 (0,0,0) 0 (0,0,0) 0 (0,0,0)

Table 2. Breakdown of static accesses according to the number of possible target
memory locations. Results for the source code analysis. The�rst number (top-left) in
each entry is the total number of accesses in that category. The numbers in parenthesis
are: the number of accesses that haveunk as one of the targets, the number of accesses
that have heap as one of the targets, and the number of static source code accesses
(as opposed to per-context). For instance, 186.crafty has 542 uses through pointer de-
references with two possible targets; of these, 534 haveunk as one of the targets, 67
have heap as one of the targets; and these 542 uses appear in only 59 source code lines.
The entries in white text with grey background are those that re
ect ambiguity in the
static analysis and are instrumented for the run-time stati stics collection.



and modi�cations, respectively. Note that some of the static references are not
actually executed with the input sets used. Finally, note that in this experiment
a static reference is said to touch two or more target memory locations as long as
at least two of more of its dynamic instances touch di�erent memory locations.

Uses with N actual targets Modi�cations with N actual targets
Application NE N = 1 N = 2 N > 2 NE N = 1 N = 2 N > 2

mcf 1 2 0 0 - - - -
crafty 59 1 1 23 17 0 0 5
parser 193 27 0 85 6 1 0 8
twolf 1 5 0 0 2 0 0 0

mpeg2dec 2 0 0 1 1 0 0 1
gsmdecode 0 9 0 0 - - - -

Table 3. Breakdown of static accesses with 2 or more possible target memory locations
(Table 2) according to the number of actual target memory loc ations. Results for the
pro�le analysis. NE stands for static accesses that are not executed. For instance, of the
59+1+24=84 source code lines with pointer de-references with two or more possible
targets in 186.crafty (Table 2), 59 are not executed, 1 has only a single target at run
time, 1 has two targets at run time, and 23 have three or more ta rgets at run time. The
entries in white text with grey background are those that re
 ect actual ambiguity at
run time. The entries with light grey background are those we re the static ambiguity
disappears at run time.

From this table we can see that some (27% of the executed accesses) of the
uncertainty of the static analysis disappears at run time and actually a single
memory location is accessed. Nevertheless, a signi�cant fraction of the accesses
indeed turn out to point to more than one di�erent memory loca tion at run time.
The next section discusses is more detail the reasons for thedi�erences between
static and dynamic results.

Causes of Uncertainty A closer inspection at the actual outcomes of the
ambiguous static references reveals that several factors contribute to the di�er-
ence between the static and dynamic behaviors. Table 4 showsthe causes for
this di�erence and the number of instances of each cause. Thereferences here
correspond to all of those in Table 3.

From this table we can see two directions of variation: from fewer possible
targets of the static analysis to more actual targets at run time, and from more
possible targets of the static analysis to fewer actual targets at run time. There
are two major factors a�ecting those variations. One is the use of pointer arith-
metic, which, interestingly, turns out to produce variatio ns in both directions.
Another is the fact that some control paths are simply not taken at run time.
We also note that many variations come from the use of structures and arrays,
which may trow o� the static analysis.



Behavior di�erence Number
Static Actual Cause of cases

2 or more targets Not executed - 282
2 targets Single target Pointer turns out to be always 6

(inclusive unk) initialized
Pointer arithmetic to index into 22

2 targets 3 or more targets array-like object
Use of arrays 2

Use of recursive data structures 5
Use of structure �elds 2

3 or more targets Single target Pointer arithmetic to index into 9
array-like object

Control path alternative never taken 28
No change - - 95

Table 4. Classi�cation of dynamic accesses according to the di�eren ce with respect to
the static behavior and according to the cause for the di�ere nce

Variations with Input Sets Finally, to assess the sensitivity of the run-time
results with respect to input data we repeated some of the experiments with the
SPEC benchmarks with the train input sets. Signi�cant variability in the run-
time points-to behavior with di�erent input data would indi cate that techniques
that rely on pro�ling to re�ne the results of the static analy sis are likely to
fail. Naturally, the converse is not necessarily true: little variability in the run-
time points-to behavior does not guarantee that pro�ling wi ll work well for
all types of feedback-directed analysis. This occurs when the pro�le-directed
analysis is not directly driven by the points-to behavior, but by some other run-
time behavior. For instance, probabilistic pointer analysis [10] uses the frequency
of path execution to estimate the probability of points-to r elations. Nevertheless,
little variability in the run-time points-to behavior is a g ood indication that
pro�le-directed analyses are likely to often work well.

Our experiments show very little to no variability in the run -time behavior
of the points-to relations between executions with theref and train input sets.
A similar result was obtained in [15].

6 RELATED WORK

Pointer analysis has been extensively studied and several algorithms have been
proposed. A comprehensive list of pointer analysis research and some discussion
on open problems can be found in [9]. The work in [21] introduced the 
ow-
and context-sensitive pointer analysis algorithm that is implemented in the tool
we used to gather the static points-to information. Despite not being as fast
and e�cient as more recent summary-based pointer analysis algorithms (e.g.,
[18]), it is still reasonably fast and can handle non-trivial programs in practice.



Works that propose and evaluate new pointer analysis algorithms usually present
a quantitative breakdown of the number of possible target memory locations.
However, this often consists of only the static statistics (quite often just average
points-to set sizes) and does not include a quanti�cation ofthe actual run-time
behavior.

Recently, a few works have attempted to investigate the impact of pointer
analysis on overall compiler optimization [3, 4, 7]. These works show that pointer
analysis is often critical to enable a large number of optimizations. They also
indirectly quantify the amount of run-time uncertainty and its impact on opti-
mizations, but they do not provide a full quanti�cation of su ch run-time uncer-
tainty.

Researchers have since long attempted to extend static analysis with infor-
mation that better re
ects the actual run-time behavior. On e such approach is
probabilistic static analyses. The work in [19] developed aframework to integrate
frequency, or probability, into a class of static data
ow analyses. The framework
uses control 
ow frequencies to compute the probabilities of execution of all
possible control 
ow paths and then uses this information to assign frequencies
of occurrence to data
ow facts. This framework has been extended and applied
to the problem of pointer analysis in [10], in which case the data
ow facts of
interest, for which a frequency of occurrence is sought, arethe points-to rela-
tionships. That work also quantitatively compared the stat ic points-to results
against run-time behavior, but this evaluation was limited to only portions of a
few simple benchmarks.

The closest work to ours is [15], which also systematically attempted to quan-
tify the run-time behavior of points-to sets. Our work di�er s from that work in
that we are interested in measuring the gap between the run-time behavior and
the best static analysis in order to assess the limitations of purely static analysis
and the potential bene�ts of di�erent extended approaches (e.g., probabilistic
points-to heuristics). For this reason we use a context- and
ow-sensitive algo-
rithm as the baseline for comparisons, instead of the scalable algorithms used in
that work, and we concentrate our evaluation on those references where the static
analysis computes points-to sets with more than one element. The work in [13]
is similar to [15], but in the context of reference analysis for Java programs, and
also used a variation for Java of a context- and 
ow-insensitive pointer analysis
algorithm.

Finally, there has been recently a signi�cant interest in speculative compiler
optimizations based on imprecise data
ow and pointer analyses. The cost anal-
yses of such optimizations require a good knowledge of the expected run-time
behavior of data
ow and points-to relationships. Our work attempts to sys-
tematically evaluate the run-time behavior of points-to relationships and is an
important step in the way of developing e�ective cost analyses for speculative
compiler optimizations. Examples of speculative compileroptimizations requir-
ing knowledge of run-time behavior of points-to relationships include: [14], which
performs speculative partial redundancy elimination in EPIC architectures with



speculative loads; [2], which performs speculative parallelization; and [16], which
performs program slicing for a program understanding tool.

7 CONCLUSIONS

In this paper we attempted to systematically quantify the amount of uncertainty
due to may-alias points-to relations for two well-known classes of benchmarks.
Unlike previous works [13, 15] that consider pointer analysis algorithms that
trade-o� reduced precision for increased scalability, in this paper we are inter-
ested in the amount of uncertainty that is intrinsic to the ap plications and that
defeat even 
ow- and control-sensitive pointer analysis.

We performed our evaluation applying a state-of-the-art context- and 
ow-
sensitive pointer analysis algorithm [21] to a collection of benchmarks from the
well-known SPEC integer [23] and the MediaBench [12] suites. Experimental
results show that for most of the benchmarks this static pointer analysis is very
accurate, but for some benchmarks a signi�cant fraction, up to 25%, of their
accesses via pointer de-references cannot be statically fully disambiguated. We
�nd that some 27% of these de-references turn out to access a single memory
location at run time, but many do access several di�erent memory locations.
Further analysis shows that the main reasons for this are theuse of pointer
arithmetic and the fact that some control paths are not taken. These results
suggest that some further compiler optimizations may be possible by exploiting
the cases where the uncertainty does not appear at run time, but for this to
happen it is necessary to improve the handling of pointer arithmetic and to
develop probabilistic approaches that capture the actual control 
ow behavior.
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